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ABSTRACT

Industrial control systems(ICS) are widely used in various industrial area and critical infrastructure. To mitigate security
threats on ICS, the security assurance test for industrial control devices has been introduced and operating. The test includes
testing of the security function of the device itself and testing of communication robustness. In this paper, we describe the
security requirements of EDSA, Achilles, and Korea’s TTA standard(security requirements for ICS). And also, we analyzed
the characteristics of communication robustness test(CRT) of each certification. CRT verifies the device’s operation of
essential function while transmitting fuzzing and stress packets. Existing test methods are mostly focused on the embedded
devices and are difficult to apply to various devices. We propose a method to test communication robustness which reflect
the characteristics of control H/W, control S/W, field devices and network devices in ICS. In the future, we will apply the
proposed communication robustness test to actual products and present solutions for arising issues.
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Level 4 Table 1. Number of EDSA certified products by
iy device type (Mar. 2019)
Level 3 Development
lovelz | Seaurity oo Soa ) ertification| TBA [ FIRA [ HDSA [ TBA [
Level 1 5 Selcurity Assessment Functional 200 | 200 | 20101 | 2101 aol
Deﬁ:f:;;‘fent RN Functional Asss:';:g“t - Device type~| Level 1 | Level 2 | Level 1 | Level 2
?ssezts,menlt F'S onal Cccurty (FSA-E) & Controller 1 1
unctional s
Security J ecurity Vulnerabilty g DCS Controller| 3 8 11
jesessment | Vulnerabiity | Vulnerability | e || % Field Control
Mmool Identification lde'{:ﬂi‘:;"’" Test:ng(\;m R Processor 1 1
Testing Testing 2 Field Device
ati : 3 Controll 2 2
Communication Robustness Testing(CRT) ; ontrolier
Fieldbus 1 1
) ) Controller
Fig. 1. Evaluation Elements for ISASecure EDSA PLC 1 1
Certification(4)
Remote
Terminal Unit 1 1
234 Ao]7]7]e] digk EDSA o1& dwt= Safesty Eontrol 9
2}=] o ) ZAS =31 A3FL s yStem
g7e) nsl ]-o_ﬂ THE T AEE ek EDSA Safety Manager| 1 1 1 1 4
52  Fig. 1.3 o]  SDA(Security Sefety Related
; Programmable 6 1 7
IS)evelopmenfA Assessme;lt)‘ P};%é{\((l‘};}un;tl(;)éla; Hechonie Sostom
ecurity ssessment mbedde - :
15 U bt 2 2
device Robustness Testing) 2 7A=t}(4 i
SDAY: M Z2Asg F7hshs q}%om Az | Wirgless Device !
AL AR ZEAAE 91ZE3l= SDLPA(Security Total 13 5 15 1 34

Development Lifecycle Process Assessment)$} SAH
t= Aol Agxl sE ZZAAE 9SSk SDA-EE

AE T FSAE IEC 62443-4-2(5)<} #&d o
W= Axe] ®al 7|55 Hrigie}t. ERTe 483
kS gelsk= VIT(Vulnerability Identification
Testing)®} ZZEFe| Wit 4l AudS A=
T

CRT(Communication Robustness Testing)®
t}. EDSA o152 #d 1~4717 &A1ty FSA,
VIT] 7% @8] Aol wel 7] 4481
CRT 715 a5 @il fAGe] 53t
20199 39% 7|22 EDSA ASAES
% 34700l M 1 IFAIES 287, @ 2
AF2 6ol 3 o]ake QAFAEFS Glrh(6).
Table 1.o14 #aldt 4= 9l%¢] EDSA 13 AF
DCS ZAEEY7} 7P =& vlES Axgt. AzA)
W QISAES] 4= Table 2.9+ 79 Honeywell2}
Schneider Electric®] AlEe] 27 AAY 44.1%,
20.6%% 2A318ich. EDSA 9152 2011494 =
=R 201695 E+= EDSA 2.0.0 al5o] A=t
o] o] <lF AFL 78.2%% AAskw th
EDSA 2.0.0 d¥ 2 o1& A% =% Honeywell
AFESZ PLC, RTU, UOC(Unit Operations

9
Controller) 5 & 5719 A& tfaf =S ukgir}

o
N

0_/0

Table 2. Number of EDSA certified products by
vendor (Mar. 2019)

ertification| EDRA | EDSA | EDRA | FDRA To
200 | 200 | 20101 | 20101 tal
Vendor Tevl 1| level 2| Tevel 1 | Levd 2
ABB 1 1
Azbil Corporation 1 1
Beijing Consen 1 1
Technologies
HIMA Paul
Hildebrandt 1 1
GmbH
Hitachi, 1td. 1 1
Honeywell
Process Solutions g g g 15
RTP Corporation 1 1
Schneider Electric| 5 2 7
Toshiba
infrastructure 1 1
systems &
solutions
Tri-Sen Systems
. 1 1
Corporation
Yokogawa Electric 4 4
Corporation
Total 13 5 15 1 34
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2.2 Achilles 215

Achilles €152 GEel <14% Wurldtechell4
it B R B Eat K B P L B il g i e
ole]eb(7).  Achilles <152 ACC(Achilles
Communications Certification), APC(Achilles
Practices Certification)¥ + &F7} th.

ACC+ B4 AaAdel EHSP QZzo 7 Ygute A
2 (PLC, DCS, RTU %), vEH= A (B¢,
2903 5), ZAE “LH](EWS S aET A, &
vl AEEY F), Aol AZeAlA(HMI, Ao
LEZES] F)E WeE gt ACCe HPIE
o whel M (L) A4 2(L2) U5& AlFsid
gl 2 QFE dd 1 dFEn o % HAET o]
29} BUEY 7]$&E A40H(8](9)].

APCE WIB 2.0 7]ukste] a2z} AlES 7Y
et ARSE Z2A|2 2 Al Alo]H] HF B
W AHEE d2aA] Asdth Ald Ak AlFE A
A7L old Atelw] Bk Azt AR AR, AR, AF,
A 5 A"l AEFr] Ak st
(8109].

Wurldtech®] 712 Achilles 815 9dll% GEelA]
ASC(Achilles System Certification) 5% A&
sk glth. ASC Ak Al ="l 33347 TEC
62443-3-3 7S TveE A dSde 2=
a#le® [EC 62443-3-3 53 548 Lﬂ 7%]
Hob H¥ll (SL-1~SL-4)9] A5S AlFght(l

201949 3¥% 7lEe® ACC ]l X]%% 287H
AzAe] 35870 A|Fel#(11) APC Q1% &34

1070 AzAke] 17707F lek(12].

Table 3.3 #¢] ACC Q1% AlEF2 L1 2097,
L2 1497Heln sleitj= A=A]7} dickeE A=A|8ta
AUtk L2 #H¥ QlFs W2 Ale] ofEFEAel A
VxWorks 7 RTOS, Nucleaus RTOS, Mentor
Embedded Linux®| 37fe|c}. Table 4.&= #|Z2A}
W ACC % A 5 A= ol L1 dF
o AHE Sensus GE, Invensys, Schneider &
o7 JFAFE Bt olow olF Alx:Abe A
Fol AAL T4.6%5 AR} L2
Siemens7} A2 67.8%% Hfstr 9don AH
t= A, YEY= w2 AET(Product
Families)ol d&l 15& F5319c]).

APC 9% £541& Bronze 1470, Silver 9%
2707 eda ol9)el GE Digital®] Cimplicity

o]___

Table 3. Number of ACC certified products
(Mar. 2019)

Level Device type Certified Total
product
Control Applications 5
Embedded Devices 125
L1 - 209
Network Devices 58
Product Families 21
Control Applications 3
Embedded Devices 116
L2 149
Network Devices 12
Product Families 18
Total 358

Table 4. Number of ACC certified products by
Vendor (Mar. 2019)

Vendor L1 | L2 | Total
Emerson Process Management| 18 3 21
GE 37| 2 39
Invensys 34 34
Schneider Electric 33 | 26 59
Sensus 52 52
Siemens 1 |101| 102
Yokogawa 11 2 13
Etc. 23 | 15 38
Total 209|149 | 358

v9.5= IEC 62443-2-4 Product certification
4 Q% A5sec

2.3 & HOJAIAE 2OIQTAISHTTA EE

TTA FFQ A AljA 28] Bk Al =
Ak AefAlzEle] 2o Al Ao AF, @A
2 A 3AIZel el 7 ATE HelaTARR
e R Bt B K X R S|
Lﬂ el XLil?_fijl('l‘TAK KO-12.0307-partl), &%
A= AZEF(TTAK.KO-12.0307-part2), Aol A=
(TTAK.KO-12.0307-part3), +% AZ=(TTAK.K
O—12 0307 - partd) 2] 4% A= gl

£ AZE Ao} AzozNY ABRL dolB T
Bol A AHE wdeg aAd Aeluue
A% AT v HML BWS 5S¢ Ega
Ao} AZE AAN A, FAT dolHE =
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Table 5. Security functions for Field Device, (TTA EF) Z2] Al]& Alol7]7] o= A del| x3x
Control, and Operation layer L ogolr) EAl AwA AlFE Aolr]7] U] BAl =
i = o] o2 A= ul plxALA el Egsl
Areas Functions ]FD‘lee\}l%e Control | Operation -EEE :[L?a‘_] < it A4S v 0-—' L =ael
Layer |Laver |Laver oS e ElE 1 BHoE gt B A
p SollA] Awsl 7+ QW EAl AnA AY =)
Nework e © [0 |0 |0 Do o Agad. S
USINESS Stress Test O O X
Resource
Availability  |© 9|9 3.1 EDSA CRT
. Physical
Serv1.ce. Interface O O X - .
Continuity |, *o EDSA q1%¢] 874 Fig. 2.9 Zeo] +4%
Event 0 0 o o}, Bk A Z2AA 52 SDLA-100, 300, 3
gﬂsm?;se 12(SDLPA) 2 EDSA-312(SDA-E)el #2]xe]
ecurity . «
Audit o |0 |0 ek, dwit]l= &9 wel 7% HZ(FSA-E)&
Id%ntiﬁcation CSA-311, AxA Algel wgt S7AHERT)
and dionle 10 1° EDSA-3100] 77t gelsle] gleh. ERTE VITS}
Access 0 0 0 CRTZ A=" 272 SSA-420, EDSA-401~406
fonbral__ o e)=lel Qleh(17),
ansmission _ _
Security |Data 0 0 0 CRTE VlEY=z 2263 74 oR7el 48l A
Functions |Protection B2 AR HoA S AMEs e BAo g 3le] 9
Stored . s
Data o lo o Mts e ZRedd i Auds AP
Protection CRT #H&E f3l AldAe =2 Eggo} &R
Seanlty 1 o ARE PANA A A 85 7150] F
Management 2+st=x] ghelglic)
State
Management 0 0 0

= AA] W ZReF F3lo] A}
% }04 Ao} 7158 Aoz A

off xg

A, diFelolE] Fo] EFEw dloJe] £4 e A
o] T2 Feeich(13).

}1‘_]_'013 Zﬂ 0_] /K]_/_\_Eﬂ E_Q__g_:]]'/\}'sj‘ }—L%oﬂ}\‘i_“_:_ 7_} 7]”_%_ SDLPA — SDLA.-100 SDLA Ceniﬁcatioh Sc-heme :

3 o e e o o SDLA-300 Requirements for SDLA certification and maintenance|
HEE- L‘ﬂE“r =2 71:_‘1 o, k]H]—/—\— X]'i? o, X R84 7]—6"] SDLA-312 Security Development Lifecycle Assessment
3N FopdE Fagt vle AHE ERBIL oldl w SDAE
% Kﬂ‘ui‘ E.O]'B.:[L/\]'%o % 443}9‘:}\1;]—[14] [ ] [16] GEDSA 312 Security Development Artifacts for Embedded Devices ]
FSA-E
Table 5"5‘ 7—]{ 74]—7—“:51 0—'5]' 7]L S Xqﬂfﬂ' 7;101 ESA 311 Functional Security Assessment for Components ]
ool A= AL o A A= EA . EDSA-310 R ts fi
lﬂr' e 72“ 04 e T X]Xﬂ ﬁoﬂ i —5]"‘ e fs::r Embedded DeV|c:qRL2[)ELrZ?nne:s?l'rest|ng
5 - -

Oﬂ U}E]— ‘{\‘Eaﬂi A] b;j 'L]- Ea A 4l E‘1 lﬂ O] 2 7] (SSA 420 Vulnerability Identification Test Policy Specification ]
< A= CRT

EDSA-401 Ethernet robustness test specification
EDSA-402 ARP robustness test specification
” | . I' 12 X‘"0‘|7|7|o| A._I E:’_é‘;‘ Allé__-! Q‘% EDSA-403 IPv4 robustness test specification
EDSA-404 ICMPv4 robustness test specification
EDSA-405 UDP robustness test specification
EDSA-406 TCP robustness test specification

OAellx Advdgk wpe} zro] FAl AxAd AP
EDSA, Achilles, At AoJAlzd"]  REFA)8)

Fig. 2. Requirements for EDSA certification
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Table 6. Test cases of ICMPv4 network

protocol (19)

ICMPv4.T00 |Baseline operation

ICMPv4.T01 |[Undefined ICMPv4 PDU types
[CMPv4 T02 Malformed ICMPv4 PDUs of defined
PDU types

ICMPv4 PDUs of contextually
inappropriate PDU type

ICMPv4 PDUs of appropriate PDU
type but with invalid field content
Rejection of NPDUs with multicast
or broadcast source IP addresses
[CMPv4.T06 Rejection of IP multicasts and
broadcasts

Contextually inappropriate error
ICMPv4.T07 PDUs
Maintenance of service under high
ICMPv4.T08 |load, including network saturation:
Raw ICMPv4 NPDU flood

ICMPv4.T03

ICMPv4.T04

ICMPv4.T05

CRT= <l8j=lo]l~ Al&l(Interface Surface Tests),
714 A8 (Basic Robustness), 2 AEHA
A& (Load Stress Robustness)22 FA%c), 4
Eldlo]x Age TREZ FAgle] TE FFoz
Aolxle] glon ZIEZH FF AY 2dd= A
I AF, B ~EH A AFe] AeFo] gl

Qle] o]~ x]sul }\]z‘ﬂ q]/\koﬂ/q A st= /HB]/\

1 E
el 05 o1 5 o TE AR
Axg ARe AY el B4 zEEde o

Alg tiade] A 75E Tﬁﬂa}~%l 5% ?ﬂv}

EDSA¢l= Ethernet, ARP, IPv4, ICMPv4,
UDP, TCP ZZEZ| gt A|g Ado] %o A
2]x]o] glt}. Table 6.2 [CMPv4 Z2EZ9] €~
ol~Z AuA AY, B ~EHA AY
oz 3t}

Yﬂ

%

E A
o
=

312 Alg 2y

EDSA¢lA= 4414 ult= A9 5 755

Aot 7, ZRAL F, G, W¥, daER] Tle
SO AefA18]). AlF AlAAR=s AF el Al
Tehe B 7l 2 7 ZUEY ZIE, A
2 AR AAqE, Ao Alze] Ho 8 AE, A3
Ed= <lEols ¥ 7H ZREF 2A
E 55 At Algalok 3*4 CRT A&< #13
sk Fokdlle AAAPE AR ut= AAe] 2

7Ieol MEH D At %7—7%“’1] % o] vzlﬂ

_/’:
A E gl

D4 7% Z shel Alo] 7)15e] AAF Tk ke
SlelA Fig. 3.3 2 opdRa 3 A" &Y
5 AFste 2AE didl= Al sl A3
A3 Foll= Y Also] AE|7} WAsH=A] Falgt
t}H(18).

- opdEa = HielA HdizbA] 102A=

o *7}‘6}; 20 wHA = 7 (124 W3
- gAE &3 3% F7] §7H AlelF(1x Fek
lo] 2851 2% E9F 00] 9)

CRTE Hi ZEEF 74 o4t v=fla =
2 LA A A8 A 715
R O N T
AgE AP Bl el AU

1
S B AR B 71 AR o
=

=3

=
Fede] 1E vhy 25 7lse] Ade

10 30time(s)

0 1 3 4 6 time(s)

(b) Digital Qutput

Fig. 3. Analog output and Digital output for
DUT(Device under test)
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Table 7. Recognized CRT Test Tools(20) Modbus/TCP 59 Akl¢ o] Z2EZT djifol
325+
Supplier Tool Name & Date FIRHEIAL
pp Version
Defensics Table 8. Types of test cases in Achilles(22)
Ethernet Test Suite 4.0.0,
ARP Test Suite 6.0.0, Types Description
IPv4d  Test Suite 5.1.0, examine whether the DUT can
Synopsys ICMPv4 Test Suite 5.1.0. [2017.08.31 Scan withstand port scanning
'(IJCgSerVngbstSLgt:SS.l.O. Storm examine how the DUT handles
odenomicon 1 ecure packets at different packet rates
Load  Stress  Testing - - -
Solution 2.1.0 generate valid and invalid
Mitachi — Fuzzer packets with randomized header
Systems Raven ES 2.0.0.0 2017.10.04 values . .
Beyond beSTORM EDSA 6.1.1 2017.03.91 Grammar gene.rgte invalid 'packets to t'est a
security build 6584 -Uo. specific protocol implementation
Achilles Test Platform KDOWI} ..., |examine known vulnerabilities
Wurldtech  |r2 3.16.1 Build 3.16.20/2018.02.07 vulnerability
151217193830
Achilles Test Platform = =
Wurldtech  [r3 3.16.1 Build 3.16.20{2018.02.07 321 Alg &=
151217193830
CNCERT/CC ACC A3 352 Table 8.3 #o] A3 tjato]
& Beijing FE AU A % 9l AFsls Scan, thok
Xinlian Acheron 2.2 2017.02.22 i Tovar o o o
Kehui : e g A7l G A 5 A APse Storm,
gecth'l?]lS)gy 2 e 73 28 75 A5E 918 Fuzzerst
0.
Beijing VHunter TVM Grammar 2| AJg°2 74=I0H22).
Winicssec (Industrial Control ACC 9122 #Hdd wet L1, L2& JH™ L2
Technologies |Vulnerability Mining 2019.01.25 0]50] Llil‘/} nlko. Eﬂ/KE 7{]0]/\0]] EH_B_H o1 A3}
Co. Ltd. System) V3.0 e T — v
7158 Agste] AR Ay T2 #do
2 Eolo x| Falsle] AAER R glright), Al Ethernet, ARP, IP, ICMP, TCP,

313 Al =+

EDSAE CRT A&
I glen AF7|RE QlF EE ARSEte] QlF A
518 zlsyglt}t. A7tA] ¢
Table 7.3} o] 671 AzARe] 770 Xﬂ?O] ohom
Synopsys® Defensics, Wurldtech®] Achilles
Test Platform, Beyond security® beSTORM

ol EFHH20].

3.2 Achilles 841 215 AIE(ACC)
ACCE B4l Aud A9s BHoE Z2Eg T

o odEz FHkd 5o AYE s dut=
A LﬂEHf’- A, 3B A Ao] o EelAlo]
Aq 55 1 Aoz 3t ACCE Ethernet, 1P,

ARP, ICMP, TCP, UDPY] 54l Z2EF o]

UDPolw o]eje] 54 Ao} Ze2EZel disl F7}

%S 94T £ gltd. ACC dF AF & 371 =
REEZ &) 9% W AFEE F 4R

Modbus/TCP(187H),
of ZeEZ sl

FlexNet RF(127})
152 53l

9] A

ACC ¢l A3 3% = Table 9.9 #t},
L1 A% 3% % 3170(L1: 87, L1/L2 3%

spEo =

2370 elw, L2 A8 gE X 557H L2: 3270,
L1/L2 3%: 23702 7A%}. L2 =L 1w}
tjekdt Grammar #5S £ TCP 359 74
-, TCP URG, TCP FIN %9 Storm 35| df
3 271 AES 83}t Ete, 352 F9Al 2

# TCP selective acknowledgment, receive window
Fo A9 E9

322 A 2y

>
Q
Q
o
ofN
>
oo
P
o
o

o

M= Fig. 4.9 3ol
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Table 9. Test cases in ACC test suite

(a) Test cases in L1 only

Scan | Fuzzer | Grammar | Storm Total
ARP 1 1
Ethernet 1 1
ICMP 1 1
P 3 3
TCP 1 1
UDP 1 1
Total 8 8
(b) Test cases in L2 only
Scan | Fuzzer | Grammar | Storm Total
ARP 1 1
Ethernet 4 5
ICMP 1 2 3
P 4 1 5
TCP 4 6 16
ubp 2 2
Total 1 17 7 32
(c) Test cases in L1/L2
Scan |Fuzzer| Grammar | Storm Total
ARP 3 3
Ethernet 1 3 4
ICMP 1 2
P 1 4 5
TCP 1 1 2 4
upP 1 1 3 5
Total 2 4 16 23
AR =7 AR i el S/Well At
g =7 WS Afste Al AF diake] A
= ZYHE ke 7lee Aledet23).
Aol 719 A4 2 s S8l AF el
YA" 9L 0.5% 59k 10] =HH 0.5% 5
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=

He 1% F719 Fy Aoz FAE)

Analog
Qutput

Fig. 4. ACC Level 2 Test Setup for
Devices(23)

| |
Discrete EX 2]
M
Am“torAchllles vCs
Monitor
Embedded

Table 10. Achilles Monitors(22)

Observation Monitor
- Analog monitor(analog output)
Control - Discrete monitor(periodic digital
output)

- ARP monitor(ARP response)

ICMP monitor(ICMP response)
- Link state monitor(Ethernet
Communicati| link between the DUT and the

ons Achilles)
- Heartbeat monitor(recurring
heartbeat message from the
DUT)

OPC  monitor(observe  VCS
system performance)

Performance |_ Linux system monitor(DUT
system performance)
- TCP ports monitor(open port
. during testing)
Service - UDP ports monitor(open port
during testing)
. - OPC monitor (DUT is
View

communicating with the VCS)

* VCS: engineering station running HMI or
device control S/W

* DUT: Device Under Test

ohpd2a £¥-& EDSA CRT9} 543
719 Az 7 FAEk) o] ol x
o muEje A 58 dAste] A

323 Al =7

GE®] Achilles Test Platforme ACC L1, L2
P 9128 93t A¥ EFEA] HF A4 2 2y
B8 71%5& Aledich Achilles A3 B Alo], &
A A Al J 71Ee] A Els 9§
Table 10.3 #o] t¢ef3t RUHE ﬂ% gt}
Achilles Test Platform< EDSA CRT &% &
Zx L2 94 Alg 52 EDSA CRT /‘]3301],1_
AHEEITH(22).

3.3 MR FMOA[AH HOIQRTFAIE HESIT AN
AE(NRT: Network robustness test)

A AA 2] kg Ak RE2 Aol 2w
Alo] AZ, w9 AZ @A A vEYS=Z A
24 HekeARkE sk Sivk(14)(15](16).
HESZ AuA B2 AF diade] vES

>
NiA
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Table 11. Network Robustness test cases in
Security Requirements for Control Layer

Essential Service
Monitoring Device

Network switch

Fuzzing Test

CH_FT.1 |Handling of field order violations

CH_FT.2 |Handling of truncated packet

CH FT.3 H.andl.mg of field minimum length
violations

CH FT.4 H_andl.lng of field maximum length
violations

CH FT.5 H_andl.lng of specified field length
violations

CH FT.6 H_andl.lng of minimum repeat count
violations

CH FT.7 H'andl'lng of maximum repeat count
violations

CH FT.8 H'andl'mg of specified repeat count
violations

CH FT.9 H'andl'lng of fixed field value
violations

CH FT.10 Handlir{g of field values for wvalid
range violations

CH FT.11 Handl}ng of protocol context
violations

Stress Test

CH_ST.1 |Handling of effective packet flooding

CH ST.2 Handling of excessive connection
attempts

332 Algl 2

Al Al 2 Boka Akl VB A Al

Analog Output

®Centrol
@View n
®Command, |
@ Alarm IBVYERYERY
Test Device Monitoring
Under Test «{)» E0ED
(oUun

1]
u u u u Digital Output

Fig. 5. Experimental environment for Network
Robustness test(15)

2 AF el 7% ZREE FollA oyl g
ZellA EAEhe tREES deE dv Fig. 5.
of Zo] Al =7 % 5 rle BUEE AAE A
g el skl APz (15].

UEHZ A AfelAde AR il A&

grelghe}, Aol AZe] I 7l Ao 7s, HE
Ve, J 7l &R 7lee® ALfdh AlY 7le2

f 71eE el AR muEe] Bedg ake] wAlst
A geAE Hldth &R Ve FUIHeR
HIGH, LOW &fso] wiAlshes AAT o &3
oMlE 215 Fall rete

2
fr
B
"
rO
e
K

333 Al =+

aked AlofAl 2" Hele AR Q1% vEN=
I AY = @A EAEsA gevh AEe

AN S8 LEsrm AR P
o) A4 AY BFES FEF 5 leh24). o]

i)

W, e A mReld AYEE 4 9 sEd
2 di7le] WekTAE 2 @Ee] sl
dalA Ble] Baste Ag e 95 o) w

B9 Wy e 997} dasel

S|

3.4 sS4l A1y Al A

I
HI

CRT, ACC, NRT= A3 a3} A3 Z2es



1108 Akl g Ae7)71¢] &

4 AR e A

Welell glo] A Folrk glAR 25 AR} o
F Eeeg Agshes BAG D4 )% A4 o
3] 3]

3
o] WA g3 o]9le] ke A1 Aei7171e] A7
B7ol} 7)ol el FAHR Aol ¥Eae]
chgRt 44 Ael7)71o) Aol @A 2
gt olol & EEAAE hepd Aolrlrle] BA
B4R ol% weld B4 AwA AR w44

shA ek,

<
=
]
O
Om
=
]
K
0x
=
ol
19
S

T
i

2
O

Aol d e Aolr) g Saake Qs
Al BAWS) ol% suiessha Beis] 4
S/, Aol A1 34 o 9
PR 7)7] 2] B Aefel] $1g
9 wshy Soz pARL 2 el
44 A7) 54e zHY FA A
Tauel 2 A9 A Tejdel & A
g

U

o
)
— oL

[e]

-

)
2
o
X

_oL
5

ON

L r
i
=

w

oo Ll e |
ﬂllO o, o
> W

R N AR
>

S o
ot

N
i

4.1 Ho{ H/W

Aol H/WE 24e) 3 2 @443 A5E
A e
PLC, DCS, RTU, IED 5% Egsh} Aol H/W
ez 24 galvh bsskn UAE 9 ohd
27 Q%9 J5s ARk B4 gk Al
H/WE Shilel= 428 54& 73 glonz 7]
el B4 A A el Fe Aol 2
#. wWae] =4 7% o8 EDSA CRT 71%%
s

ske] A9 o] Sbssish, Aol H/Wel 4
A3y A9 % 95 7% B Hele dla) ohest
7o) AR g}

H/We &=t 7158 283874 Fig. 6.(b)
Zro] et iﬂﬁ Fgato] g} gt W
AR W42 2o MAste] A4 B2F 2
Ao %%?&D}.

- % 71% A& : Fig. 6.(c)8 #2o] Aol H/W<]
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DE2
“D1_OH_THER

w3 W50 %00 ToN “Date_block_ ADD ME0
107 “enatle” ‘a0 Time T Cratedlern Adto (n) “erable”

—n Qs ————t — o ——s}—

TS —pT 3l w2 w2

st — N o1 —abm_ant

081 N2
“D1_OFF TVER

Ws0 N “Date_block_ W50
“enatle” Time 1" Createdlsm “enable”

—n e ) e L ]

=T &

(a) Ladder logic for 3s duty cycle

Program_Alarm_block
#Program_

Alarm_1
Program_Alarm
EN ENO
"Data_block_ Error —i #OUTPUT_Error
1" CreateAlarm — 516 Status — #OUTPUT Status

- TIMESTAMP
#MyStaticText — 5p 1

(b) Ladder logic for alarm setting

Digital Signal Alarm

Ao o[-
ipoot l:[ S No.  Time Date _ Status Text )
oo S

8 [Fo0.0]velts (o..10)

o [

g
b D

»

(c) HMI screen

Dim LastTime, StopTime, i
StopTime=Now+1/24/3600

Do
If Now>LastTime+0.1/24/3600 Then
i=i+l
LastTime=Now
End If
Leop Until Now>=StopTime

End Sub

(d) Command script for output toggle

Fig. 6. Setting for Control H/W
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Fig. 7. Test environment for Communication
robustness: Control H/W
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Fig. 9. Test environment for Communication
robustness: Field Devices
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Fig. 10. Test environment for Communication
robustness: Network Devices

AEsle Tk Alo] H/WeF Alo] S/W 71e] H= 7]
3l B 7= AHAF E2kS stolsto ma AE dlab
o A4 7|5 AT AR5 s} 77 7 B4l
7% A& S3lx= AllF=A)717F okd PC T
s vENZ Az dZste] = 7] FAle] A4
Q17| o]3-2 gelalm FulalA|uk Aky] Ao A 2]
7ol 2ol AlFdS Algsty] Sl Alel H/Wet
Aol S/WE 283 A1 #3425 TA
HESZ gulvy W] 752 222 v 4
Heh AA SAlS Fstes o] ohet AdZE 17
7kl FAlE Alefste Zlelth viEH = Aulel 74
H ZR2 e 2o AAS 93 EAo] fli-ilo]
o Ay Aol ZTREZ 7]5 w3k Al A A=
WA A7} obd thE 7)7] 7k wAA ] EAl $x<=9)
AL FEHo7 3t} uebs vEYa AWE e
Aoz Agshs A7 A4 A9 Asel= e
AAG o] 94 ke PsAe] Tk mah W=
93 A= wAZE BT A Aule 2S5l
o2 7717k BAlE Ao 2 E3l= Watchdog
716& Awdhs A= st ol 22 vES= A
vl BAL wEsle] Ad FE A A Zx2b
et 7)1EE okt Zel Flsle] A4
Rk B i S S b B B E e EAR= s S
s WAsA Agste] ggte] mE 9] o
o dld 7] Azl ‘HE%XV%% S8
3 ]

et kel HeE WA AP ol

gl

ol

o o ©

o)

- AA 2 o3 #Adt . Watchdog 7155 £§
sl UES = Ao A9 54 dud Age
2 Qlgh oF A Al Aso R Al ste] 77
7 A gAle] A== W dAAZE olEt &
SEW FHE 7R

4.5 A& Znt

o] Aoz Akt Akl Ae17]7]9] FAl A
A A ukeke 283l A9 S sl Al
S F AxE A9dt Fig. 11.& Ale] H/W
5 dabez 3 B4 AuA A3 et

SrellA Awgk wie} zto] FAl AwA AgE ¥4
A7 w= 2B AFE 7 23 ARl A
she Bot AlE didbe] Al A 2 I8 7)5s =
Yeldy g A3 3 98 EDSA % AlY =
Tl Defensics® AHS3te] 514 2 ~Eg 2~ o7
& stdch. o] wl, Ale] Alse] ®

2
of
ob
o, K
tod
L
A
oy
ol
go

YE & gl A4A]ol| Labjacks 1Zsle] S35}
Adrk. AFE APsts F AF =7k A A
7re] EA Aleje} 1'51-7]]] %‘-’F 7% HAFERl ofne
e sledc}. 9% 541 A= Defensics
°1W AlE el 77 JH & A5 o A A
Agste] old g $HE w3l AT AFE &
f’&r/‘r 2Ef 2~ AFe] FAl Adele F53E F3le]
s iAol A<4=+E 59 Labjack® 11101 Al

o,
t!.x.‘.
L

o]-) —'

17} WAEREA] ghelsle] Ay o5 gl
w3k Fig. 12.9F 2] A9 kel A4 7133 el
T 9= HMIE AlRtste] Az 4o 8819t
A8 i Table 12.9F 7] el H/W, o]
S/W, VIES)Z A=, wishd ZMhol|x] 8 A 2AL
AE= AEste] Aleket weke] AlgE Fesialct.
Table 13.2 PLC<el A #nule] A3 Asjo|r}.
s AlF-S TCP ol3e] Z2eZa FAS 33}
£ Ao galFle] Ethernet, IPv4, TCP ZEE
=& o sl AFE Faskdnh. FellA g9l

3 2 gEo] WA W AEYA AFS F= Eqb A

m?‘iPn——erNl

Fig. 11. Test environment for Communication
robustness



1112 A1 Aelr)7le) B4 AT AR Wk 9

Table 14. Test Results for Device B(DCS)

Control

(a) Communication status

o Protocol Test cases | Fuzzing Stress

- Ethernet 98,602 Pass Pass

ARP 358,389 Fail Pass

[Pv4 206,775 Pass Fail

— TCP 233,227 Fail Fail
I UDP 74,316 Pass Fail

(b) Essential functions

Essential functions Monitoring status
& T A& Ak 7ke] EA] Abgle] o EL wbA
i -2} Hﬂtﬁ 4 LJ sal el T Control Frror
s gter d 7lee B AR FEbshe Al View Error
= Zalxleir}, Alarm Error
Table 14.= DCS2l B #wlel A3 Aol Command Error

A At ARP 2 TCP Z2EZo| hjaii d+

A4 ) AL A Az Ale] HBegk B s Table 15.+= A8 CHMDeIA A3 Azl
27} whAsls S Belslelnh. Fig. 12.= ARP o} A8 A¥ TCP A Al 3k 59 A8 =
A T wE 7)1 98} wAlgk Abslo|t). ol ToF AR H Ak Al AlAel o) ibe] RiAbskal e

o, wuEg s o s v 2 Afel= HMIS 2UEY sst W¥ 7l

ofeto] sel|x] skofow] ww W H _%L}qjoﬂ = = A4 FAsdeh g HMI Al Windows

A5k vk o S slstelrh o]g gto]  CE EGAAAN skl gler el Al o

EA AnA AFL Sesls Eok I 7)o o8 S B digk AE Ffshr] wie] ~EH

bk A%AQ Bale Fa Y Asg g 2 RS FAS e

T%bl&—D?MﬂHﬂﬂﬂﬁ#W4ﬂ%
Xﬂi EtherNet/IPi EAS sl AR

29A = EtherNet/IP 2 TCP o3ty =
ZEZS Ao R A8S 4335ksct. EtherNet/IP

wsjsit.

Table 12. Device Under Test

Category

Product

= OIEM AL 7HECR B Al S ZREZRA]

A |Control H/W |PLC(Vendor A) Rockwell®] PLC, EWS 59 4kd$ Aloi7]7] 7t
B comrol HNDos venoor &) o) EAll F2 AgElch TCP/IP 7ukel SAldf
endor . N
OLLID CIP(Common Industrial Protocol) S $§ A=
p |Network Industrial Switches(Vendor D) o Apas
devices ndustrial Switches o & xpagir}
E |Firewall Industrial Firewall(Vendor E) Ad Az, UDP HA A8 =F A3 =399
Adel #AZ Asdon s dA® 1]
Table 13. Test Results for Device A(PLC)
(a) Communication status Table 15. Test Results for Device C(HMI)
Protocol Test cases | Fuzzing Stress o
Ethernet 98 602 Pass Pass (a) Communication status
[Pv4 206,755 Pass Pass Protocol Test cases | Fuzzing Stress
TCP 460,807 Pass Pass Ethernet 98,602 Pass -
. . IPv4 206,775 Pass -
(b) Essential functions TCP 298,937 Fail -

Essential functions

Monitoring status

Control Normal
View Normal
Alarm Normal
Command Normal

(b) Essential functions

Essential functions Monitoring status

Normal
Normal

View
Command
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Table 16. Test Results for Device D(Industrial
switch)

(a) Communication status

Table 17. Test Results for Device E(Firewall)

(a) Communication status

Protocol Test cases | Fuzzing Stress
Protocol | Test cases | Fuzzing Stress Ethernet 3,932 N/A N/A
Ethernet 98.602 Pass Pass 1Pv4 3,033 Pass Pass
ARP 358,389 Pass Pass TCP 8.494 N/A N/A
IPv4 206,775 Pass Pass (b) Essential functions
TCP 463,109 Pa§s Pass Essential functions Monitoring status
UbP 74,316 Fail Pass Flow control View Normal
E(J;E(};Errgftté (11? 106.142 Pass - (PLC-HMI) | Command Normal
: (b) Ess.entlal ful’lCthl’l.S : .(—{ 7§E+O]E]— ]6‘4 T’H/‘]— Xhﬂ].,] O_'_ MAC ioﬂ
Essential functions Monitoring lstatus o5t 72 Aol ErPsslel Ethernet ¥4 A7
Flow control View Norma N .
PLOIMD [ Commard Normo] & 2% EsbA7 (bypass) A AT & 99
oh =g TCP A9 A A4 B4 aRlsb] 9%
(PLC-HMI) 7F EAlell= A7} glelon ~9]5]9] S5 AT FFHAZ whge] gl AlFE 9=
25 Aulag Agdes wied @ 4 e 1Y 6] sl it Ibvt 2Rl o
Al &2 ARSSF Defensicst AFYE ZZEFJ AR s FAL A B A el = A
Wg zEds AY s ARs gep 5 ohe e SelEd
EtherNet/IP9| ~E# 2~ AJ§E AeYs}A] g}, N
Table 172 Ak14 ¥ Eol Ethernet, 4.6 S Z10d AR gt Hln
ITZEFLS gAloz 3 AL 43)
[Pvd, TOP 2eds vlgos stel A9e 4 Table 18.& A0 4 AxA A% Wabe o
Table 18. Comparison on test methods among communication robustness testing
Cgtee"glgfy Test method EDSA ACC NRT Proposed
whether or not 0 0 0 0
to test
Essential Alarm Control View View
function Command Alarm Alarm
History reporting Command Command
whei};e:ets): not X 0 0 0
Control S/W - - -
Essential undefined unknown View View
function Command Command
whether or not X X 0 0
to test
Field devices . Function for S(.ensori
Essential ) . . Sensing value
. undefined undefined each device .
function (not specific) Actuator:
P Status change
whether or not X 0 X 0
to test
Network
devices/ Flow control
. Essential . ) (Command and
Firewall . undefined unknown undefined .
function View between
devices)
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